
CS4615 – Summer 2014 Answers 

 

  

Answer 
 

 



 

 

Answer 
 

 
 



 

Answer 
 

 
 

 

Answer 
 



 
 

 

Answer 
 
A botnet (also known as a zombie army) is a number of Internet computers that, although 
their owners are unaware of it, have been set up to forward transmissions (including spam 
or viruses) to other computers on the Internet. Any such computer is referred to as a 
zombie - in effect, a computer "robot" or "bot" that serves the wishes of some master 
spam or virus originator. 
 
A properly configured Firewall may help protect against botnets, but attackers are evading 
firewall rules by using modified IRC server programs (as commonly used IRC ports are 
blocked) such as web-based control channels which are harder to filter, as the bots are 
mixed in with other legitimate connections. 
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 With the use of Multi-Level Security (MLS), a DBMS can allow subjects with 
different security clearances to simultaneously access objects with different 
security levels. 

 The Security clearances and security levels typically considered are: Top Secret 
(TS), Secret (S), Confidential (C) and Unclassified (U). 

 MLS allows subjects with higher security clearance to easily allow access 
objects with equal or lower security level. 
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